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*A — Tao m&i, M — Sira d6i, D — X6a bo

BANG GHI NHAN THAY POI

Ngay Vitri | A* | Ngudn géc | Phién M3 ta thay ddi Phién
thay doi thay doi M, D ban ci ban moi
11/12/2020 A Tao mai v1.0.0
16/06/2021 |2.5 M Thém méi API truy van
thong tin tra gop
26/08/2021 |2.8,2.9 |M Cap nhat tham s6 IPN Url
va Return Url
04/03/2022 M Cap nhat phién ban v2.1.0
07/07/2022 M Cap nhat Thong tin nhan
vé tir VNPAY
12/09/2023 (2532 |M - 2.5.3.2: b truong v2.1.1
26.3.1 feeAmount, thém mé1
2632 truong ispFee Amount
- 2.6.3.1: bo truong
transaction.totallspAmou
nt va
transaction.recurringAmo
unt, thém mai truong
transaction.expiryDate
- 2.6.3.2: bo truong
transaction.fee Amount
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1. GIOI THIEU

1.1. Muc dich tai li¢u
Tai lidu cung cap dic ta k¥ thuat cua két ndi hé thong Thanh toan tra gop VNPAY
danh cho Merchant TMDT.

1.2. Pham vi tai liéu
Mo ta ngan gon M6 hinh két ndi, so dd tuan tu, cdc ham API cia cac nghiép vu lién

quan to1 vi¢e két noi gitra hai h¢ thong.

1.3. Pinh nghia thuit ngir va cac tir viét tit
Thuat ngir Dinh nghia Ghi chu
TMDT Thuong mai dién tu
Installment Payment | Hé thong thanh toan tra gop VNPAY
Merchant Pon vi chap nhan thé
AP Giao dién két ndi qé merchant c6 thé tuong
tac duoc voi hé thong cia VNPAY
Checksum Mﬁ st dung dé kiém tra su toan ven cua dix
liéu
oTP Mat khau xéc thuc cho giao dich (One Time

Password)

Bang 1: Thuat ngir va dinh nghia
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2. MO HINH KET NOI VA PAC TA DU LIEU TRAO POI CAC API
2.1. M6 hinh két ndi

o) REST:

%

Web/App Installment Payment

2.2. Quy trinh thanh toan tra gop
2.2.1. M0 ta quy trinh

Khach hang Web/App Intallment Payment Ngan hang

- Khéch hang truy cap Website/App TMDT va chon thanh toan vai tai khoan/thé tin
dung dang hoat dong cuia Ngan hang hd tro tra gop.
- Website/App TMDT gtri thong tin yéu cau thanh toan sang VNPAY. Thong tin guri
sang theo dac ta k¥ thuat cua tai liéu nay.
- Khach hang xac nhan thanh toan tai ngan hang.
- Sau khi khach hang xac nhan thdng tin giao dich, VNPAY s& xir Iy va tra lai két qua
cho Website/App TMDPT qua 2 duong:
o IPN Url (server call server).
o Redirect truc tiép két qua vé duong ddn ma Website/App TMPT di giri trong
request yéu cau thanh toan tra gop.

- Website/App TMDT thong bao két qua thanh toan t6i khach hang.

Céng ty c6 phan Giai phap thanh todn Viét nam 7/39



Tai liéu didc ta k¥ thuat két néi Merchant TMBT — H¢ théng Thanh toan tra gop VNPAY v2.1.1

2.2.2. So db tuan ty

I
1. Mua hang |
& chon thanh toan tra gép qua VNPAY I

2. GUri yeu cau khéi tao giao dich

I I

I |

I I

P | |
| >| |
I 2.1. Phan hdi két qua I I
K-————=————- 7 |
I I I
| 3. Chuyén hudng t&itrang thanh toan I |
|

I

I

I

I clia VNPAY
|

4. Nh3p thong tin thé

I
I
I >I 4.1. Glri yéu cAu xac thyrc théng tin thé
|
I

<-————————- T——— - ——————-— r—————————- m

|
I | 6 Thongbio ket qud thanh todn |
I
|
M5 ta so do:
Buéc 1: Khach hang vao website TMBPT thuce hién mua hang va chon Thanh toan tra gop
qua VNPAY.
Budrc 2: Website TMDT giri thong tin yéu cau khoi tao giao dich tra gop ctia khach hang sang
VNPAY theo dic ta két ni.
Budc 3: Website TMDT chuyén huéng khach hang t6i trang thanh toan tra gop cia VNPAY
theo dic ta két ndi.
Budc 4: Khich hang nhap thong tin thé thanh toan tai VNPAY. Thong qua két nbi riéng gitra
VNPAY va Ngan hang, VNPAY s¢& giri yéu cau sang bén Ngan hang dé thuc hién xac thuc
thong tin thé.
Buwée 5: Khach hang xac nhan thanh toan dé hoan tt giao dich. Xac nhan thanh cong, hé
thong Ngan hang sé tién hanh chuén chi cho giao dich. Két thiic budc xac nhan thanh toan hé
thong chuyén khach hang sang Buére 6.
Budéc 6: VNPAY thong bao két qua thanh toan cho website TMDT dé website TMPT tién
hanh cap nhat giao dich thanh toan. Néu giao dich thanh cong, website TMBT tién hanh xir Iy
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don hang.

2.3. Pic ta dir liéu trao ddi

2.3.1. Kiéu dir liéu

Kiéu dir li¢u

Mo ta

Alpha Dir liéu kiéu chudi, chi bao gdm cac ky tu in hoa (A-Z),
thuong (a-z)
Numeric Dir liéu kiéu s6, chi bao gdm cac ky tu s6 (0-9)

Alphanumeric

Dir liéu kiéu s, bao gdm céc ky tu in hoa, thuong, ky tu s6

Json

Dtr liéu ki€u Json

2.3.2. Cac truong thong tin trao ddi

Tén tham so

Mo ta
Bit budc/Tuy chon | Kiéu dir liu | Min,Max Vidu
2.4.  Yéu cau xac thuc
2.4.1. Pinh dang dir liéu
Tham s6 Mo ta
Restful API /oauth/authenticate
Method POST

Content-Type

application/json
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2.4.2. So db tuan ty

GUi yéu cau xacthuyc

I
I
I
|
<
|
I

2.4.3. Y&u cau xac thuc

2.4.3.1. Merchant g

VNPAY

Phan hoi két qua

clientld

Ma dinh danh cuia Merchant.

Bit budc Alphanumeric 1,20 VNPAY 123456
username

Tén truy cép cta Merchant.

Bit budc Alphanumeric 1,50 Quangdv
password

Mat khau truy cap ctia Merchant.

Bit budc Alphanumeric | 8,256 123456
clientSecret

Chudi bi mat.

Tuy chon Alphanumeric 1,256 123456abcd
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2.4.3.2. Thong tin nhan vé tir VNPAY

rspCode

Mai phan hoi két qua. Quy dinh ma tra 16i 00 tng v6i két qua Thanh cong cho tat ca cac

API. Tham khao thém tai bang ma 16i tai muc 3.1.

Bit budc Numeric 2 00

rspMsg

Mo ta két qua.

Tuy chon Alphanumeric | 1,256 Authentication successful

errorDetails

Chi tiét 181 validation.

Tuy chon Json Array [
{
"field": "field_name_1",
"reason’: "reason_1"
b
]
data
Dir liéu JWT.
Tuy chon Json
{

"accessToken": "eyJhbGciOiJIUzUx
MiJ9.eyJleHAIOJE2MTAzNTIOMjksImF
1dGgtaWw5mbyl6IntcinVzZXJuYW1IXC
16X CIXdWFuZ2R2XCJ9In0.KPE9da4Q6
KXCEYgwBN2NuEAEOfNRhlebwDbQ

7NVc-
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6XCsIXMMOTdZRn4fgrHZLsUrTIHXjt
gdObD3JDdPxp3JQ",

"refreshToken": "eyJhbGciOiJIUzU
xMiJ9.eyJleHAIOJE2MTAOMzc5Mijksl
mF1dGgtaW5mbyl6IntcinVzZXJuYW1lI
XCI6XCIxdWFuZ2R2XCJ9In0.0fNTNA
rmeoynkUHBeFTCcqGRINGXOleW246
Gf13iwAVIdECNZUPZBZF501uW2yk0
82jab9Nga20nWIQpIfBkDw",

"tokenType": "Bearer"”,
"expiresin™: 665

¥
Chi tiét dit lidu
accessToken Aphanumeric Token truy cap.
refreshToken Aphanumeric Refresh token.
tokenType Aphanumeric Loai token.
expiresin Numeric Thoi gian hi¢u lyc cua token (gidy).

2.5.  Truy van thong tin cau hinh tra gop

2.5.1. Pinh dang di liéu

Tham s6 Mo ta
Restful API [category/installment-info
Method GET

Authorization

Token lay tir myc 2.4.3.2.

token = tokenType + " " + accessToken

Céng ty c6 phan Giai phap thanh todn Viét nam
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2.5.2. So db tuan ty

Truy van thong tin cau hinh |

tra gop I

I
I
I
|
<
|
I

Phan

héi két qua

2.5.3. Truy van thdng tin cdu hinh tra gop
2.5.3.1.Merchant gii VNPAY

tmnCode

M3 website ctia merchant trén hé théng cia VNPAY.

Bit budc

Alphanumeric

8

VNPAYISP

amount

S6 tién khach hang mudn tra gop.

S6 tién khong mang céc ky tu phan tach thap phan, phﬁn nghin, ky tu tién té.

Dé giri s6 tién 1a 5,000,000 VND (nam triéu VND) thi can nhan thém 100 lan (khir phin
thap phan), sau doé gui sang VNPAY la: 500000000.

Bit budc

Numeric

500000000

currCode

Pon vi tién té sir dung thanh todn. Hién tai chi hd trg VND.

Céng ty c6 phan Giai phap thanh todn Viét nam
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Bit budc Alpha 3 VND

secureHash

M3 kiém tra (checksum) dé dam bao dir liéu khong bj thay dbi trong qué trinh chuyén tir
Merchant téi VNPAY. Phién ban hién tai hd tro HMACSHAS512.

Luwu ¥ khi tao checksum: Truong “Tuy chon” khong co gia tri thi dé gia tri mic dinh

khi tao checksum.

- Alpha/Alphanumeric: "" (chudi rong)

- Numeric: 0

Bit budc Alphanumeric 32,256 | c0d865566656cc68cceel3606be4c596€e6
a70da9eefadf086879d1c9d46c7alb9bad3
b2b26f9470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f

Quy tic data = tmnCode + "|" + amount + "|" +
currCode;

tao
checksum =

checksum hashWithSecureType(secretKey, data);

2.5.3.2.Théng tin nhdn vé tir VNPAY

rspCode

Mai phan héi két qua khéi tao giao dich tra gop. Quy dinh ma tra 161 00 tng véi két qua

Thanh céng cho tat ca cac APL. Tham khao thém tai bang ma 16i tai muc 3.1.

Bit budc Numeric 00
rspMsg

Mb ta két qua.

Tuy chon Alphanumeric Successfully
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errorDetails

Chi tiét 101 validation.

Tuy chon Json Array

[
{
"field": "field_name_1",
"reason": "reason_1"

.

]

data

Danh sach ngan hang hd tro tra gop.

Tuy chon Alphanumeric

"issuerCode™: "VIETINBANK",
"issuerName": "Ngan hang Vietinbank",
"logoUrl": "https://vnpay.vn/vtb.png",
"schemes": [
{
"scheme": "JCB",
"logoUrl": "https://vnpay.vn/jcb.png”,
"recurringInfo™: [
{
"recurringNumberOflsp™: 6,
"recurringFrequency": "monthly",
"amount": 500000000,
"recurringAmount™: 100000000,
"totallspAmount™: 600000000,
"ispFeeAmount™: 100000000,
"currCode": "VND"

Céng ty c6 phan Giai phap thanh todn Viét nam
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- Chi tiét dit ligu:
+ data 1a mot danh sach ngan hang hd tro va cac phuong thirc thanh toan twong tng, bao

gom cac thong tin sau:

issuerCode Alpha M3 ngan hang hd tro tra gop.

issuerName Alpha Tén ngan hang hd tro tra gop.

logoUrl Alphanumeric | Pudng dan logo.

schemes JsonArray | Danh sich loai thé thanh toan hd trg tra gop ctia
ngan hang.

+ schemes 13 mot danh sach cac loai thé thanh toan va ky thanh toan twong tmg, bao gdm

cac théng tin sau:

scheme Alpha Mai loai thé thanh toan.
logoUrl Alphanumeric | Pudng dan logo.
recurringlnfo JsonArray Danh sach ky thanh toan.

+ recurringInfo 1a mot danh sach ky thanh toan, bao gdm céac thong tin sau:

recurringNumberOflsp | Numeric | S6 ky thuc hién thanh toan.

recurringFrequency Alpha Chu ky thanh toan.

amount Numeric | S6 tién khach hang mudn tra gop.
recurringAmount Numeric | S6 tién tra gop hang ky.
totallspAmount Numeric | Tong sé tién tra gop.
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ispFeeAmount Numeric | Phi chuyén dbi tra gop VNPAY thu khach hang.
currCode Alpha M3 tién té.
secureHash

Ma kiém tra (checksum) dé dam bao dir liéu khong bj thay ddi trong qué trinh chuyén tir
VNPAY téi Merchant. Phién ban hién tai hd tro HMACSHAS512.

Luwu ¥ khi tao checksum: Truong “Tuy chon” khong co gia tri thi dé gia tri mic dinh

khi tao checksum.

- Alpha/Alphanumeric: "" (chudi rong)

- Numeric: 0

Tuy chon Alphanumeric 32,256 | c0d865566656cc68cceel3606be4c596e6
a70da9eefadf086879d1c9d46c7alb9bad3
b2b26f9470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f

Quy tic data = rspCode + "[" + rspMsg + "|" +
data;

tao
checksum =

checksum hashWithSecureType(secretKey, data);

2.6. Khéi tao giao dich tra gop
2.6.1. Pinh dang dir liéu

Tham s Mo ta
Restful API /payment/init
Method POST
Content-Type application/json
Authorization Token lay tir myc 2.4.3.2.
token = tokenType + " " + accessToken
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2.6.2. So db tuan ty

2.6.3. Khi tao giao dich tra gép
2.6.3.1. Merchant gii VNPAY

I
Chon thanh toan tra gép qua VNPAY |

GUi yéu cau khdi tao giao dich

reqld

Ma request merchant gui sang VNPAY. Khong duoc trung 1dp trong ngay.
Bit budc Numeric 10,18 1607654463114
tmnCode

M& website ctia merchant trén hé thong cia VNPAY.

Bit budc Alphanumeric 8 VNPAYISP

order

Thong tin don hang

Bit budc

Json

Céng ty c6 phan Giai phap thanh todn Viét nam
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order.orderReference

M3 tham chiéu cua giao dich tai hé thdng ctia merchant. Ma nay 1a duy nhét dung dé

phan biét cac don hang gui sang VNPAY. Khong dugce trung 1dp trong ngay.

Bit budc Alphanumeric | 1,100 abcd123456

order.orderlInfo

Thong tin mo ta ndi dung thanh toan (Tiéng Anh hodc Tiéng Viét khong dau).

Bit budc Alphanumeric | 1,255 Test giao dich thanh toan tra gop

transaction

Thong tin giao dich

Bit budc Json

transaction.issuerCode

M4 ngén hang phat hanh thé/tai khoan. Tham khao thém tai bang Ngan hang hd trg tra
gbp muc 3.2.

Tay chon Alpha 1,20 VPBANK

transaction.scheme

Loai thé thanh toan.

VISA/JCB/MASTERCARD/AMEX.

Tuy chon Alpha 1,20 MASTERCARD

transaction.recurringFrequency

Chu ky thanh toan. Mac dinh theo thang.
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Tuy chon

Alpha

1,20

monthly

transaction.recurringNumberOflsp

Ky han tra gop. Phién ban hién tai chi hd trg 3, 6,9 va 12 (thang).

Tuy chon

Numeric

transaction.amount

S tién khach hang mudn tra gop.

S6 tién khong mang cac ky tu phan tach thap phan, phan nghin, ky tu tién té. Dé giri s6
tién 1 6,000,000 VND (s&u triéu VND) thi cin nhan thém 100 1an (khir phan thap phan),
sau d6 guri sang VNPAY la: 600000000.

Bit budc Numeric 600000000
transaction.currCode

Pon vi tién té sit dung thanh toan. Hién tai chi hd trg VND.

Bit budc Alpha 3 VND

transaction.returnUrl

Dia chi tra vé khi khach hang thuc hién thanh todn xong.

Bit budc

Alphanumeric

1,255

https://example.com/return

transaction.cancelUrl

Dia chi tra vé khi khach hang thyc hi¢n hiy giao dich.

Bit budc

Alphanumeric

1,255

https://example.com/cancel
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transaction.mcDate
Thoi gian ghi nhéan giao dich tai website cia merchant GMT+7, dinh dang:
yyyyMMddHHmmss.
Bit budc Numeric 14 20201215110303
transaction.expiryDate
Thoi gian hét han thanh toan GMT+7, dinh dang: yyyyMMddHHmmss.
Tuy chon Numeric 14 20201215111803
customerInfo
Thong tin khach hang.
Bit budc Json
customerinfo.identityCode
S6 Chirng minh nhan dan/cin cude cong dan/hd chiéu cua khach hang.
Tuy chon Alphanumeric 1,20 142711111123
customerInfo.forename
Tén khach hang (Tiéng Viét khong dau).
Bit budc Alpha 1,100 A
customerlInfo.surname
Ho va dém cua khach hang (Tiéng Viét khong dau).
Bit budc Alpha 1,100 NGUYEN VAN
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customerInfo.mobile

S6 dién thoai cua khach hang.

Bit budc Numeric 10,20 0912345678

customerInfo.email

Dia chi email cua khach hang.

Bit budc Alphanumeric | 1,255 nguyenvana@gmail.com

customerlInfo.address

Dia chi ctia khach hang (Tiéng Viét khong dau).

Bit budc Alphanumeric | 1,255 22 Lang Ha, Dong Da

customerinfo.city

Tinh/thanh phd cta khach hang (Tiéng Viét khong dau).

Bit budc Alphanumeric | 1,255 Ha Noi

customerInfo.country

Mi Qubc gia 02 ky tu cua khach hang, theo bang ma:
https://en.wikipedia.org/wiki/ISO_3166-1_alpha-2

Bit budc Alpha 2,2 VN

ipAddr

Dia chi IP cta khach hang.

Bit budc Alphanumeric 1,30 192.168.22.88
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userAgent

Thong tin trinh duyét cia khach hang.

Bit budc Alphanumeric | 1,255 Firefox

addData

Thong tin bo sung.

Tuy chon Alphanumeric | 1,2000

version

Phién ban API ma Merchant két ndi. Phién ban hién tai 1a 2.1.1.

Bit budc Alphanumeric 1,8 2.1.1

locale

Ngbn ngit giao dién hién thi. Hién tai hd tro Tiéng Viét (vn), Tiéng Anh (en).

Tuy chon Alpha 1,5 vn

secureHash

Ma kiém tra (checksum) dé dam bao dit liéu khong bi thay dbi trong qua trinh chuyén tir
Merchant t6i VNPAY. Phién ban hién tai hd tro HMACSHA512.

Luu y khi tao checksum: Truong “Tuy chon” khong c6 gid tri thi dé gid tri mic dinh
khi tao checksum.

- Alpha/Alphanumeric: " (chudi rong)

- Numeric: 0

Bit budc Alphanumeric 32,256 | c0d865566656cc68cceel3606be4c596e6
a70da9eefadf086879d1c9d46c7alb9bad3
b2b26f9470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f
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Quy tac
tao

checksum

data =reqgld + "|"

+ order.orderReference + "|"
+ order.orderinfo + "|"

+ tmnCode + "|"

+ transaction.issuerCode +"|"
+ transaction.scheme + "'|"

+ transaction.recurringFrequency + "|"

+ transaction.recurringNumberOflsp + "|"

+ transaction.amount + "|"
+ transaction.currCode + "|"
+ addData + "|"

+ customerinfo.identityCode + "|"

+ customerlInfo.forename + "|"
+ customerlInfo.surname + "|"
+ customerinfo.mobile + "|"
+ customerinfo.email + "|"

+ customerInfo.address + "|"
+ customerinfo.city + "|"

+ customerInfo.country + "|"
+ ipAddr + "

+ userAgent + "|"

+ transaction.returnUrl + *|"
+ transaction.cancelUrl + "|"
+ version + "|"

+ locale + "|"

+ transaction.mcDate + "["

+ transaction.expiryDate;
checksum =

hashWithSecureType(secretKey, data);
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2.6.3.2. Thong tin nhan vé tir VNPAY

rspCode

Thanh cdng cho tit ca cac API. Tham khao thém tai bang mi 16i tai muc 3.1.

Mai phan hoi két qua khoi tao giao dich tra gop. Quy dinh ma tra 10i 00 tng voi két qua

Bit budc Numeric 2 00
rspMsg

Mo ta két qua.

Tuy chon | Alphanumeric | 1,255 Init successful

errorDetails

Chi tiét 181 validation.

Tuy chon Json Array [
{

"field": "field_name_1",

"reason’: "reason_1"

.

]

addData

Dit liéu bd sung. Mdc dinh gia tri réng néu khong cé dir liu.

Tuy chon | Alphanumeric

transaction

Dt liéu giao dich.

Tuy chon Json {
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"id": "666821925535879168",
"amount": 600000000,

"currCode": "VND"

}
Chi tiét dir liéu
id Numeric 18 | M& giao dich thanh toan tra gop tai VNPAY
amount Numeric S6 tién khach hang mudn tra gop. S6 tién khong

mang céc ky tu phan tach thap phéan, phan nghin,
ky tu tién té. Dé gui s tién 1a 6,000,000 VND
(sau triéu VND) thi VNPAY s€ nhan thém 100
1an (khir phan thap phan), sau d6 giri sang
merchant |a: 600000000

currCode Alpha 3 Pon vj tién té st dung thanh toan.

secureHash

Ma kiém tra (checksum) dé dam bao dir liéu khong bj thay ddi trong qué trinh chuyén tir
VNPAY vé Merchant. Phién ban hién tai hd tro HMACSHA512.

Luwu ¥ khi tao checksum: Truong “Tuy chon” khong c6 gia tri thi dé gia tri mic dinh
khi tao checksum.

nn

- Alpha/Alphanumeric: "" (chudi rong)

- Numeric: 0

Tuy chon | Alphanumeric | 32,256 | 2c654a207ac86a52ed0682cf7246e6eb8ae83ee7
199a7aa633240842be2d5465f8864edae7db3f0
a3a7e7040e8b870e1054860b19edce57b391dd2
2b9f5389hd
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Quy tic data = rspCode + "|" + rspMsg + "|" + transaction.id + "|" +
transaction.amount + "|" + transaction.currCode + "|" + addData + "|" +

tao dataKey;

checksum checksum = hashWithSecureType(secretKey, data);

dataKey

Khoa dir liéu.

Tuy chon | Alphanumeric eyJIomMiOiIJBMTI4RONNIiwiYWxnljoiUINBL

U9BRVAIM]jU2.kONvsrOM2qgzwJ6wXltsD1ZbB
CCGNJImxI1ZU8QLibDfCFKjmNOZnE5ucNcX7
xpzTh654emMXNVXQNgMIK_4ynYw.Zyco8d

EBV7CfpO0a0QCjFw
2.7. Thanh toan giao dich tra gop
2.7.1. Pinh dang di liéu
Tham s Mo ta
API /payment/pay
Method POST
Content-Type application/x-www-form-urlencoded
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2.7.2. So db tuan ty

POST HTML formredirect

2.7.3. Thanh toan giao dich tra gép
2.7.3.1. Merchant gii VNPAY

I
I
|
=
|
I
I
I
|
|

ispTxnld

M4 giao dich thanh toan tra gop tai VNPAY. Lay tir muc 2.6.3.2.

Bit budc Numeric 18 666821925535879168
tmnCode

M3 website ctia merchant trén hé théng ciia VNPAY.

Bit budc Alphanumeric 8 VNPAYISP
dataKey

Khoéa dir lidu. Lay tir muc 2.6.3.2.

Bit budc

Alphanumeric

1000

eyJlomMiOiJBMTI4RONNIiwiYWxnljoiUINBL
U9BRVAtM]jU2.kONvsrOM2gzwJ6wXltsDIZbB
CCGNJImxI1ZUBQLibDfCFKjmNOZnE5ucNcX7x
pzTh654emMXNVXQINgMIK_4ynYw.Zyco8dE
BV7CfpO0aOQCjFw
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Vidu:
<form id="vnpay-redirect-form" style="display: none" method="POST"
action=".../payment/pay" >

<input type="hidden" name="ispTxnId" value="666821925535879168" />

<input type="hidden" name="tmnCode" value="VNPAYISP" />

<input type="hidden" name="dataKey"
value="eyJ1bmMiOiJIBMTI4RONNIiwiYWxnIjoiUINBLU9BRVAtMjU2.kONvsrOM2qzwI6wX1tsD
IZbBCCGNImxIZUBQLibDfCFKJmNOZnE5ucNcX7xpzTb654emMXNvXQgNgMIK_4ynYw.Zyco8dEBV
7Cfp00a0QCjFw" />
</form>
<script type="text/javascript" id="vnpay-redirect-script">

(function() {

document.querySelector('form#vnpay-redirect-form').submit();

HO;

</script>

2.8. URL IPN

28.1. Luuy

Day la dia chi dé nhan két qua thanh toan tir VNPAY. Két ni hién tai sir dung phuong
thae GET.

Trén URL VNPAY goi vé c6 mang thong tin thanh toan dé cin ctr vao két qua do Website
TMBDT sé& cap nhat/xu 1y két qua sau khi thanh toén.

Merchant/website TMDT thuc hién kiém tra sy toan ven cua dit lidu (checksum) trudce
khi thuc hién cac thao tac khac.

Dir liéu checksum duoc thanh lap dua trén viéc sép Xép tang dan cua tén tham sb.

bay 1a URL server - call - server (May chu VNPAY goi may chi Merchant/website
TMDT).

Merchant tra dit liéu lai cho VNPAY bang dinh dang JSON.

IPN chi dugc goi khi két qua giao dich 1a thanh cong.
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2.8.2. So db tuan ty

Phan hoi két qua

I
I
|
2.8.3. URL IPN
2.8.3.1. Danh sach tham sé
vnp_TmnCode
M3 website ctia merchant trén hé théng cia VNPAY.
Bit buoc | Alphanumeric | 8 VNPAYISP

vnp_TxnRef

Giéng ma order.orderReference giri sang VNPAY khi giri yéu cau khdi tao giao dich

tra gop.

Bit buoc | Alphanumeric | 1,255 abcd123456

vnp_Amount

S6 tién khach hang thanh toan. S6 tién khong mang cac ky tu phan tach thap phan, phan
nghin, ky ty tién t&. Dé giri s tién 1 6,000,000 VND (sau tricu VND) thi VNPAY sé&
nhan thém 100 1an (khir phan thap phén), sau d6 giri sang merchant 1a: 600000000.

Bit budc Numeric 600000000
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vnp_Orderinfo

Thong tin md ta ndi dung thanh toan. Gidng ma order.orderlInfo giri sang VNPAY khi

guri yéu cau khai tao giao dich tra gop (Tiéng Anh hoic Tiéng Viét khong dau).

Bit budc

Alphanumeric

1,500

Test giao dich thanh toan tra gop

vnp_TransactionNo

Mai giao dich ghi nhan tai hé théng VNPAY.

Bit budc

Numeric

20201501101521

vnp_CardType

Loai tai khoan/thé khach hang sir dung: ATM,IB,ACC,QRCODE

Bit budc

Alpha

2,20

ATM

vnp_BankCode

Loai thé thanh toan.

Bit budc

Alpha

3,20

MASTERCARD

vnp_BankTranNo

Ma giao dich tai Ngan hang.

Bit budc

Alphanumeric

3,255

MTC20211501

vnp_ResponseCode

Ma phan hoi két qua thanh toan. Quy dinh ma tra 101 00 tmg véi két qua Thanh cong cho

tat ca cac API. Tham khao thém tai bang ma 161 tai muc 3.1.

Bit budc

Numeric

2

00
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vnp_TransactionStatus

Tinh trang cta giao dich tai Cong thanh toan VNPAY. Tham khao thém tai bang ma 15i

tai muc 3.1.
- 00: Giao dich thanh toan dugc thuc hién thanh cong tai VNPAY

- Khac 00: Giao dich khong thanh cong tai VNPAY.

Bit budc Numeric 2 00

vnp_PayDate

Thoi gian thanh toan. Pinh dang yyyyMMddHHmMmss.

Bit budc Numeric 14 20201501101520

vnp_SecureHash

Ma kiém tra (checksum) dé dam bao dit liéu cta giao dich khong bi thay doi trong qua
trinh chuyén tir VNPAY vé Website TMDT.

Can kiém tra dng checksum khi bat dau xir Iy yéu cau (trude khi thuc hién céc yéu cau
khac).

Bit budc Alphanumeric | 32,256 21232f297a57a5a743894a0e4a801fc3

2.8.3.2.Merchant gii VNPAY

RspCode

Ma phan hoi két qua IPN. Tham khao thém tai bang ma 18i tai muyc 3.1.

Bit budc Numeric 2 00
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Message

MO ta 16i

Bit buoc | Alphanumeric | 1,255

Confirm Success

2.9. URL Return
29.1. Luuy

- Trén URL VNPAY goi vé c6 mang thong tin thanh toan dé cin ctr vao két qua do Website

TMPDT sé& cap nhat/xir 1y két qua sau khi thanh toan va hién thi thong bao két qua giao

dich t6é1 khach hang.

- Merchant/website TMPT thuc hién kiém tra su toan ven cta dir liéu (checksum) trudce

khi thurc hién cac thao tac khac.

- Dt li¢u checksum duogc thanh 1ap dua trén viéc sép xép tang dan cua tén tham sd.

2.9.2. So d6 tuan tu

Redirect

—————— g — -

2.9.3. URL Return
2.9.3.1. Danh sach tham sé

vnp_TmnCode

M3 website ctia merchant trén hé théng ciia VNPAY.
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Bit buoc | Alphanumeric | 8 VNPAY ISP

vnp_TxnRef

Gidng ma order.orderReference gui sang VNPAY khi giri yéu cau khoi tao giao dich

tra gop.

Bit buoc | Alphanumeric | 1,255 abcd123456

vnp_Amount

S6 tién khach hang thanh toan. S tién khong mang cac ky tu phan tach thap phan, phan
nghin, ky tu tién t6. Dé giri s6 tién 1a 6,000,000 VND (sau triéu VND) thi VNPAY s&
nhan thém 100 1an (khir phan thap phan), sau d6 giri sang merchant 1a: 600000000.

Bit budc Numeric 600000000

vnp_Orderinfo

Thong tin mé ta ndi dung thanh toan. Gidng ma order.orderInfo giri sang VNPAY khi
giri yéu cau khdi tao giao dich tra gop (Tiéng Anh hoic Tiéng Viét khong dau).

Bit budc Alphanumeric | 1,500 Test giao dich thanh toan tra gop

vnp_TransactionNo

Ma giao dich ghi nhén tai hé théng VNPAY.

Bit budc Numeric 20201501101521

vnp_CardType

Loai tai khoan/thé khach hang st dung: ATM,IB,ACC,QRCODE

Bit budc Alpha 2,20 ATM
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vnp_BankCode

Loai thé thanh toan.

Bit budc Alpha 3,20 MASTERCARD
vnp_BankTranNo

Ma giao dich tai Ngan hang.

Bit buoc | Alphanumeric | 3,255 MTC20211501

vnp_ResponseCode

M4 phan hdi két qua thanh toan. Quy dinh ma tra 161 00 tng voi két qua Thanh cong cho

tat ca cac APL. Tham khao thém tai bang ma 15i tai muc 3.1.

Bit budc

Numeric

2

00

vnp_TransactionStatus

tai muc 3.1.

Tinh trang cta giao dich tai Cong thanh toan VNPAY. Tham khéo thém tai bang ma 15i

- 00: Giao dich thanh toan dugc thuc hi¢n thanh cong tai VNPAY

- Khac 00: Giao dich khong thanh cong tai VNPAY.

Bit budc Numeric 2 00
vnp_PayDate

Thoi gian thanh toan. Pinh dang yyyyMMddHHmMmMSS.

Bit budc Numeric 14 20201501101520
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vnp_SecureHash

khéc).

M3 kiém tra (checksum) dé dam bao dit liéu cua giao dich khong bj thay d6i trong qué
trinh chuyén tir VNPAY vé Website TMPT.

Can kiém tra ding checksum khi bat dau xir Iy yéu cau (trude khi thyc hién cac yéu cau

Bit budc

Alphanumeric

32,256

212321297a57a5a743894a0e4a801fc3
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3. PHU LUC

rspCode tra vé 1a 00 dwoc quy wdc 1a thanh cong cho tat ca cac yéu cau xur Iy AP,

3.1. Bang ma 16i
STT M3 16i Mo ta
Yéu cau xac thye
1 01 Authentication failure (wrong username or password)
2 02 Authentication failure (User inactive)
3 03 Authentication failure (User not exist)
4 95 Invalid request
5 99 Internal error
Truy vén thdng tin cAu hinh tra gop
6 95 Invalid request
7 97 Invalid checksum
8 99 Internal error
Khéi tao giao dich tra gép
9 01 Transaction has been existed
10 04 Not available installment payment
11 05 Invalid condition installment payment
12 06 Duplicate request id
13 76 Issuer inactive
14 95 Invalid request
15 97 Invalid checksum
16 99 Internal error
URL IPN/Return
17 05 Giao dich khong thanh cong do: Tai khoan cua quy khach khong du sé du dé
thyuc hién giao dich.
18 065 Giao dich khong thanh céng do Quy khach nhap sai mat khau xac thyc giao
dich (OTP). Xin quy khach vui long thyce hién lai giao dich.
Trr tién thanh cong. Giao dich bi nghi ngd (lién quan t6i lira dao, giao dich bat
19 07 thuong). Déi véi giao dich nay cin merchant x4c nhan théng qua merchant
admin: Tir chdi/Ddng ¥ giao dich.
20 09 Giao dich khéng thanh cong do: Thé/Tai khoan cua khach hang chua dang ky
dich vu InternetBanking tai ngan hang.
Giao dich khong thanh cong do: Khach hang xac thye thong tin thé/tai khoan
2 10 khéng dung qué 3 lan.
22 11 Giao dich khong thanh cong do: Da hét han chd thanh toan. Xin quy khach vui
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long thuc hién lai giao dich.
23 12 Giao dich khong thanh cong do: Thé/Tai khoan cta khach hang bi khoa.
24 24 Giao dich khong thanh cong do: Khach hang huy giao dich.
- 79 G,iaf) dich khong thanh cong do: Quy khach nhap sai mat khau thanh toan qua
s0 lan quy dinh. Xin quy khach vui 1ong thyuc hién lai giao dich.
26 6 Giao dich khong thanh cong do: Tai khoan ciia Quy khach da vuot qua han
muec giao dich trong ngay.
27 75 Ngén hang thanh toan dang bao tri.
28 99 Céc 16i khac (16i con lai, khong c6 trong danh sach ma 18i d liét ké).
Merchant tra két qua cip nhat IPN cho VNPAY
29 00 Ghi nhan giao dich thanh cong
30 01 Khéng tim thdy ma don hang
31 02 Yéu cau di duoc xir 1y trude do
32 03 Dia chi IP khong dugc phép truy cap (tuy chon)
33 04 Sé tién khong hop 18
34 97 Sai chit ky (checksum khéng khép)
35 99 L4i hé thong
Bang ma tinh trang giao dich: vonp_TransactionStatus
36 02 Giao dich bi 16i
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3.2. Danh sach ngan hang hé tro tra gop

STT Ma ngan hang Tén ngan hang
1 VPBANK Ngéan Hang TMCP Viét Nam Thinh Vugng
2 MBBANK Ngén hang TMCP Quén boi
3 VIETINBANK Ngan hang TMCP Céong Thuong Viét Nam
4 VIETCOMBANK Ngéan hang TMCP Ngoai Thuong Viét Nam
5 SACOMBANK Ngén hang TMCP Sai Gon Thuong Tin
6 BIDV Ngan hang TMCP Dau ti va Phat Trién Viét Nam
7 TECHCOMBANK Ngén hang TMCP K§ Thuong Viét Nam
8 TPBANK Ngéan hang TMCP Tién Phong
9 SHINHANBANK Ngan hang TNHH SHINHAN Viét Nam
10 MSBANK Ngan hang TMCP Hang Hai Viét Nam
11 VIB Ngan hang TMCP Qudc Té Viét Nam
12 HSBC Ngan hang TNHH Mét Thanh Vién HSBC
13 oCB Ngén hang TMCP Phuong Dong
14 SHB Ngan hang TMCP Sai Gon - Ha Noi
15 NAMABANK Ngan hang TMCP Nam A
16 VIETCAPITALBANK Ngan hang TMCP Ban Viét
17 PVCOMBANK Ngan hang TMCP Dai ching Viét Nam
18 ACB Ngan hang TMCP A Chau
19 FECREDIT Cong ty Tai chinh TNHH Ngan hang Viét Nam Thinh Vuong

SMBC
20 SCB Ngan hang TMCP Sai Gon
21 EXIMBANK Ngan hang TMCP Xuét Nhap Khau Viét Nam
22 HDBANK Ngan hang TMCP Phat trién Thanh phd Ho Chi Minh
23 HOMECREDIT Cong ty Tai chinh TNHH MTV Home Credit Viét Nam
24 HDSAISON Cong ty Tai chinh TNHH HD SAISON
25 KIENLONGBANK Ngan hang TMCP Kién Long
26 LOTTEFINANCE Cong ty tai chinh TNHH MTV Lotte Finance
27 STANDARDCHARTERED | Ngéan hang TNHH MTV Standard Chartered Viét Nam
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