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1. GIOI THIEU

1.1. Muc dich tai liéu
Tai liéu cung cap dic ta ki thuat cia két ndi hé thong Thanh toan dinh ky VNPAY
danh cho Merchant TMDT.

1.2. Pham vi tai liéu
Mo ta nga"m gon Mo hinh két ndi, so d6 tuan tu, cac ham API cua céac nghi¢p vu lién

quan t6i viée két ndi gitra hai hé thong.

1.3. Pinh nghia thuit ngir va cac tir viét tat
Thuat ngir Dinh nghia Ghi chd
TMDT Thuong mai dién tir
Recurring Payment Heé thdng thanh toan dinh ky VNPAY
Merchant Don vi chap nhan thé
AP Giao dién két n6i C?é merchant cé thé twong
tac duogc voi hé thong cia VNPAY
Ma sir dung dé kiém tra su toan ven cua dir
Checksum _
liéu
OTP Mat khau xéac thue cho giao dich (One Time

Password)

Béang 1: Thuat ngir va dinh nghia
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2. MO HINH KET NOI VA PAC TA DU LIEU TRAO POI CAC API
2.1. Mb hinh két néi

O REST-

A

Web/App Recurring Payment

2.2. Quy trinh thanh toan dinh ky
2.2.1. M0 ta quy trinh

Khach hang Recurring Payment Ngan hang

- Khéch hang truy cap Website/App TMDT va chon thanh toan vdi tai khoan/thé tin
dung dang hoat dong ctia Ngan hang ho trg.
- Website/App TMBT giri thong tin yéu cau thanh toan sang VNPAY. Thong tin giri
sang theo dac ta k¥ thuat cia tai li¢u nay.
- Khéch hang xac nhan thanh toan tai ngan hang.
- Sau khi khéach hang xac nhan thdng tin giao dich, VNPAY s& xur 1y va tra lai két qua
cho Website/App TMDT qua 2 duong:
o IPN Url (server call server).
o Redirect truc tiép két qua vé duong din ma Website/App TMDT da giii trong
request yéu cau thanh toan dinh ky.

- Website/App TMDT thong bao két qua thanh toan t6i khach hang.
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2.2.2. So do tuan ty

& chon thanh toan dinh ky qua VNPAY

I
1. Dang ky dich vu |
»: 2. Glri yéu cau khéi tao

|

I

ddng ky thanh toan dinh ky

| |

| |

| |

| |

P I

2.1. Phan hbi két qua I |
-————=—=—~— . |
|

|

|

|

|

|

I

I 3. Chuyén hudng tGi

| trang nhap théng tin thé cla VNPAY
|

4. Nhap théng tin thé |
I >I 4.1. Glri ydu cau xac thwe théng tin thé
I l pl
,< | 4.2. Yéu ciu xac nhan dang ky | |
__________ 1
| | 5. Xac nhan dang ky |
N
| | |,< 5.1. Phan hdi két qua |
I rF . RTT T T T T T T T T 1
| l & Tonghdoktauadirely | |
I I I I
I I I I
| | 7. Glri yéu cau thanh toan dinh ky >| |
I I I 7.1. Glri yéu cau thanh toan I
| | | \ g
| | |< 7.2. Phan hoi két qua |
| | 7.3. Phan hdi két qué | |
| Ke———====—= — |
I I I I

M5 ta so do:

Budce 1: Khach hang vao website TMDPT thuc hién dang ky dich vu va chon dang ky
Thanh toan dinh ky qua VNPAY.

Buwéc 2: Website TMDT giri thong tin yéu cau khoi tao ding ky thanh toan dinh ky ciia khach
hang sang VNPAY theo dic ta két ni.

Buée 3: Website TMBT chuyén hudng khach hang sang trang nhdp thong tin thé cia VNPAY
theo dac ta két ndi.

Buéc 4: Khach hang nhép thong tin xac thyc thé thanh toan tai VNPAY. Thong qua két ndi
riéng gitra VNPAY va Ngan hang, VNPAY s& giri yéu cu sang bén Ngan hang dé thuc hién
xac thyuc thong tin thé.

Bude 5: Khach hang xac nhan ding ky dé hoan tit giao dich. X4ac nhan thanh cong, hé thong
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Ngan hang s& tién hanh tao 1 token thanh toan cho KH. Két thiic budc xac nhan ding ky hé

théng chuyén khach hang sang Buéc 6.

Budc 6: VNPAY thong bao két qua dang ky vé website TMDT dé website TMDT tién hanh

cap nhat trang thai dang ky, kém theo ma token thanh toan va website TMDT s¢€ luu lai ma

token thanh todn nay dé sir dung cho viéc thanh toan & cac ky thanh toan.

Buéc 7: Hang ky, website TMDT tién hanh quét cic yéu cau diang ky thanh toan dinh ky hop

16 ciia KH, guri yéu cau thanh toan sang VNPAY. Néu giao dich thanh cong, website TMDT

tién hanh xir Iy don hang.

2.3. biic ta dir liéu trao doi

2.3.1. Kiéu dir liéu

Kiéu dir liéu M5 ta

Alpha Dit liéu kiéu chudi, chi bao gdm cac ky tu in hoa (A-Z),
thuong (a-z)

Numeric Dit liéu kiéu s6, chi bao gdm céc ky tu sé (0-9)

Alphanumeric

Dit liéu kiéu sb, bao gé)m cac ky tu in hoa, thuong, ky tu sb

Json

Dir liéu ki€u Json

2.3.2. Cic truwong thong tin trao doi

Tén tham sb6

Mo ta
Bit budc/Tuy chon | Kiéu dit liéu | Min,Max Vidu
2.4.  Y@u cau xac thuc

2.4.1. Pinh dang dir liéu

Tham s6 Mo ta

Restful API

/oauth/authenticate
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Method

POST

Content-Type

application/json

2.4.2. So dd tuan ty

GUi yéu cau xacthuyc |

Phan hoi két qua

I
I
I
|
I
<
I
I
I

2.4.3. Y@u ciu xac thuc

2.4.3.1. Merchant gii VNPAY

clientld

Ma dinh danh cua Merchant.

Bit budc Alphanumeric 1,20 VNPAY123456
username

Tén truy cap ctia Merchant.

Bit budc

Alphanumeric 1,50 Quangdv

password

Mat khau truy cdp ctia Merchant.

Bit budc

Alphanumeric 8,256 123456
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clientSecret

Chudi bi mat.

Tuy chon

Alphanumeric

1,256

123456abcd

2.4.3.2. Thong tin nhdn vé tir VNPAY

rspCode

Mai phan héi két qua. Quy dinh ma tra 16i 00 tng v6i két qua Thanh cong cho tit ca cac

API. Tham khao thém tai bang ma 15i tai muc 3.1.

Bit budc Numeric 2 00

rspMsg

Mo ta két qua.

Bit budc Alphanumeric | 1,256 Authentication successful

errorDetails

Chi tiét 131 validation.

Tuy chon Json Array [
{
"field": "field_name_1",
"reason"; "reason_1"
[
]
data
Dt liéu JWT.
Tuy chon Json
{
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"accessToken": "eyJhbGciOiJlUzUx
MiJ9.eyJleHAIOJE2MTAzZNTIOMjksImF
1dGgtaW5mbyl6IntcinVzZXJuYW1IXC
16 XCIXdWFuZ2R2XCJ9In0.KPE9da4Q6
KXCEYgwBN2NUuEAEOfNRhlebwDbQ
7NVc-
6XCSIXMMOTAZRn4fgrHZLsUrTIHXjt
gdObD3JDdPxp3JQ",

"refreshToken": "eyJhbGciOiJIUzU
XMiJ9.eyJleHAIOJE2MTAOMzc5Mijksl
mF1dGgtaWsmbyl6IntcinVzZXJuYW1lI
XCI6XCIXdWFuzZ2R2XCJ9In0.0fNTNA
rmeoynkUHBeFTCcqGRINGXOleW246
Gf13iwAVIdECNZUPZBZF501uW2yk0
82jab9Nga20nWI1QpIfBkDw",

"tokenType": "Bearer",
"expiresin: 665

}
Chi tiét dit lidu
accessToken Aphanumeric Token truy cap.
refreshToken Aphanumeric Refresh token
tokenType Aphanumeric Loai token
expiresin Numeric Thoi gian hiéu luc cia token (gidy)

2.5. Khéi tao dang ky thanh toan dinh ky

2.5.1. Pinh dang dir liéu

Tham s Mo ta
Restful API [recurring-payment/execute
Method POST

Content-Type

application/json

Authorization

Token 1y tir muc 2.4.3.2.
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token = tokenType + " " + accessToken

2.5.2. So dod tuan ty

Chon thanh toan dinh ky qua VNPAY

2.5.3. Khéi tao dang ky thanh toan dinh ky

2.5.3.1. Merchant gii VNPAY

GUi yéu cau khéi tao
dadng ky thanh toan dinh ky

SN T T

Phan hoi két qua

M3 yéu cau dang ky thanh toan dinh ky 1a recurring

M3 yéu cau thanh toan va dang ky dinh ky 1a pay_n_recurring

reqld

Ma request merchant gui sang VNPAY. Khong duogc trung 1dp trong ngay.
Bit budc Numeric 10,18 1607654463114
command

Ma api st dung.

Bit budc

Alpha

1,16

recurring

tmnCode

M3 website cia merchant trén hé théng cia VNPAY.
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Bit budc

Alphanumeric

VNPAYREC

order

Thong tin don hang

Bit budc

Json

order.orderReference

Ma tham chiéu cua giao dich tai hé thong ctiia merchant. Ma nay 1a duy nhat dung dé

phan biét cac don hang giri sang VNPAY. Chi cho phép ki ty chit va s6. Khong dugc

trung ldp trong ngay.

Bit budc

Alphanumeric

1,100

abcd123456

order.orderlnfo

Théng tin md ta ndi dung thanh toan (Tiéng Anh hodc Tiéng Viét khong dau).

Bit budc

Alphanumeric

1,255

Test giao dich thanh toan dinh ky

order.orderType

Ma danh muc hang hoa. Moi hang hoa s€ thudc mdt nhom danh muc do VNPAY quy
dinh. VNPAY s& cung cap bang danh muc nay tai trang danh cho merchant cia VNPAY.

Bit budc

Alphanumeric

1,100

baohiem

transaction

Thong tin giao dich.

Bit budc

Json
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transaction.recurringFrequencyNumber

S6 chu ky thanh toan. Cip gia tri cung véi transaction.recurringFrequency

Bit budc Numeric

1

transaction.recurringFrequency

Phién ban hién tai ho tro cac gia tri:

Chu ky thanh toan. Cap gia tri cung véi transaction.recurringFrequencyNumber

- day
- week
- month
- quarter
- year
Bit budc Alpha 1,20 month
transaction.recurringNumber
S6 ky dang ky thanh toén.
Véi hop dong khong ky han: gia tri 0.
Bit budc Numeric 3

transaction.recurringAmount

Sb tién tra trong 1 ky thanh toan.

sau do gui sang VNPAY la: 200000000.

S6 tién khong mang céc ky tu phén tach thap phan, phan nghin, ky tu tién t&. Dé gui sd
tién 1a 2,000,000 VND (hai triéu VND) thi can nhan thém 100 1an (khir phan thap phén),

Bit budc Numeric

200000000
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transaction.amount

Téng sb tién khach hang mudn dang ky thanh toan dinh ky.
transaction.amount = transaction.recurringAmount * transaction.recurringNumber

S6 tién khong mang céc ky tu phéan tach thap phan, phan nghin, ky tu tién t&. Dé giri s6
tién 1a 5,000,000 VND (nam triéu VND) thi cdn nhan thém 100 lan (khir phan thap
phan), sau d6 giri sang VNPAY 1a: 500000000.

Véi hop dong khong ky han: gia tri 0.

Bit budc Numeric 500000000

transaction.currCode

Pon vj tién té st dung thanh toan. Hién tai chi hd trg VND.

Bit budc Alpha 3 VND

transaction.returnUrl

Dia chi tra vé khi khach hang thuc hi¢n thanh toan xong.

Bit budc Alphanumeric | 1,255 https://example.com/return

transaction.cancelUrl

Pia chi tra vé khi khach hang thuc hién huy giao dich.

Bit budc Alphanumeric | 1,255 https://example.com/cancel

transaction.mcDate

Thot gian ghi nhan giao dich tai website cia merchant GMT+7, dinh dang:
yyyyMMddHHmMmss.
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Bit budc Numeric

14

20201215110303

transaction.recurringDate

Thoi gian thanh toan dinh ky GMT+7, dinh dang: yyyyMMdd.

Bit budc Numeric

8

transaction.recurringStartDate

Ngay bét dau cia hop dong dang ky thanh toan dinh ky GMT+7, dinh dang: yyyyMMdd.

Bit budc Numeric

8

transaction.recurringeEndDate

yyyyMMdd.

Ngay két thiic cia hgp dong ding ky thanh toan dinh ky GMT+7, dinh dang:

Véi hop dong khong ky han: gia tri 99991231,

Bit budc Numeric 8

transaction.cardType

Phuong thure thanh toan dinh ky.

Tuy chon Alpha 2 02: Thé qudc té

03: Vi VNPAY

customerlinfo

Thong tin khach hang thanh toan.

Tuy chon Json
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customerInfo.forename

Tén cua khach hang (Tiéng Viét khong dau).

Tuy chon Alpha 1,100 A

customerInfo.surname

Ho va dém cua khach hang (Tiéng Viét khong dau).

Tay chon Alpha 1,100 NGUYEN VAN
ipAddr

Dia chi IP cta khach hang.

Bit budc Alphanumeric 1,30 192.168.22.88
userAgent

Thong tin trinh duyét cua khach hang.

Bit budc Alphanumeric | 1,255 Firefox

addData

Thong tin bo sung.

Tuy chon Alphanumeric | 1,2000

version

Phién ban API ma Merchant két ndi. Phién ban hién tai 1a 2.1.0.

Bit budc Alphanumeric 1,8 2.1.0

locale
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Ngbn ngit giao dién hién thi. Hién tai hd tro Tiéng Viét (vn), Tiéng Anh (en).

Tuy chon Alpha 1,5 vn
app

Thong tin Merchant.

Bit budc Json

app.userld

Mai dinh danh KH tai hé thong ctia Merchant.

Bit budc Alphanumeric | 1,255 userid_0

secureHash

Mi kiém tra (checksum) dé dam bao dit liéu khong bi thay d6i trong qua trinh chuyén tir
Merchant t6i VNPAY. Phién ban hién tai hd tro HMACSHAS12.

Luu y khi tao checksum: Truong “Tuy chon” khong c6 gia tri thi dé gia tri mac dinh
khi tao checksum.

- Alpha/Alphanumeric: "" (chudi rong)

- Numeric: 0

Bit budc Alphanumeric | 32,256 | c0d865566656cc68cceel3606bedc596e6a70da
9eefadf086879d1c9d46¢7alb9bad3b2b261947
0d325933f611225fd10b3ad21199a006e2c5d75

4fde55d689f
Quy tic data = reqld + "
tao + command + "|"
checksum + order.orderReference + "|"

+ order.orderinfo + "|"
+ order.orderType +
+ tmnCode + "|"

+ transaction.recurringAmount +
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+ transaction.recurringFrequencyNumber + "|"
+ transaction.recurringFrequency + "|"
+ transaction.recurringNumber +"["

+ transaction.recurringDate + "|"

+ transaction.recurringStartDate + "|"
+ transaction.recurringendDate + "|"
+ transaction.amount + "|"

+ transaction.currCode +

+ addData + "|"

+ app.userld +
+ customerinfo.forename + "|"
+ customerInfo.surname +
+ ipAddr + "|"
+ userAgent +

+ transaction.returnUrl + "|"
+ transaction.cancelUrl + "|"
+ version +"'|"

+ locale +"|"

+ transaction.mcDate;

checksum = hashWithSecureType(secretKey,
data);

2.5.3.2. Thdng tin nhan vé tir VNPAY

rspCode

Mai phan hoi két qua. Quy dinh ma tra 16i 00 Gmg véi két qua Thanh cong cho tat ca cac
API. Tham khdo thém tai bang ma 15i tai muc 3.1.

Sau khi nhan dugc phan hdi tir VNPAY, Website TMDT chuyén huéng KH t6i giao dién
cua VNPAY theo dac ta muc 2.6.

Bit budc Numeric 2 00
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rspMsg

M6 ta két qua.

Bitbuoc | Alphanumeric | 1,255

Successful

addData

Dit liéu bd sung. Mic dinh gia tri rong néu khong cé dir ligu.

Tuy chon | Alphanumeric

errorDetails

Chi tiét 151 validation.

Tuy chon Json Array [
{
"field": "field_name_ 1",
"reason": "reason_1"
[
]
transaction
Dir liéu giao dich.
Tuy chon Json

"id": "666821925535879168",
"amount": 500000000,
"feeAmount": 0,

"currCode": "VND"
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Chi tiét dir lidu

id Numeric 18 | M& giao dich dang ky thanh toan dinh ky tai
VNPAY

amount Numeric S6 tién dang ky thanh toan dinh ky.

feeAmount Numeric Phi giao dich.

currCode Alpha 3 | Pon vi tién té str dung thanh toan.

secureHash

Mi kiém tra (checksum) dé dam bao dit liéu khong bi thay d6i trong qua trinh chuyén tir
VNPAY vé Merchant. Phién ban hién tai hd tro HMACSHAS512.

Luwru ¥ khi tao checksum: Truong “Tuy chon” khong 6 gié tri thi dé gia tri mic dinh
khi tao checksum.

- Alpha/Alphanumeric: "" (chudi rong)

- Numeric: 0

Tuy chon | Alphanumeric | 32,256 | 2c654a207ac86a52ed0682cf7246e6eb8ae83ee7
199a7aa633240842be2d5465f8864edae7db3f0
a3a7e7040e8b870e1054860b19edce57b391dd2
2b9f5389hd

Quy tac data = rspCode + "[" + rspMsg + "|" + transaction.id + "|" +
transaction.amount + "|" + transaction.feeAmount + "|" +

tao transaction.currCode + "|" + addData + "|" + dataKey;

checksum checksum = hashWithSecureType(secretKey, data);

dataKey

Khoa dir liéu.

Tuy chon Alphanumeric eyJIomMiOiIJBMTI4RONNIiwiYWxnljoiUINBL
U9BRVAtMjU2.kONvsrOM2qgzwJ6wXItsDI1ZbB
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CCGNJImxI1ZU8QLibDfCFKjmNOZnE5ucNcX7
XpzTh654emMXNVXQINgMIK _4ynYw.Zyco8d

EBV7Cfp00aOQCjFw
2.6. Xac thuc thong tin thé cia KH
2.6.1. Pinh dang dir liéu
Tham s Mo ta
API [recurring-payment/pay
Method POST
Content-Type application/x-www-form-urlencoded

2.6.2. So d6 tuin tw

POST HTML formredirect

2.6.3. X&c thuc théng tin thé cia KH
2.6.3.1. Merchant gii VNPAY

I
I
I
>
I
I
I
I
I
I

ispTxnld

M4 giao dich thanh toan dinh ky tai VNPAY. Lay tir muc 2.5.3.2.

Bit budc Numeric 18 666821925535879168

Cong ty cb phan Giai phap thanh toan Viét nam 24162



Tai liéu dic ta ky thuat két ndi Merchant TMDT — Hé thong Thanh toan dinh ky VNPAY v2.1.0

tmnCode

M3 website cia merchant trén hé théng cia VNPAY.

Bit budc Alphanumeric 8 VNPAYREC

dataKey

Khoa dit liéu. Lay tir muc 2.5.3.2.

Bit budc Alphanumeric | 1000 | eyJIomMiOiJBMTI4RONNIiwiYWxnljoiUINBL
U9BRVAtM]jU2.KONvsrOM2qgzwJl6wXItsD1ZbB
CCGNJImxI1ZUBQLibDfCFKjmNOZnE5UcNCcX7x
pzTh654emMXNVXQqNgMIK_4ynYw.Zyco8dE

BV7CfpO0aOQCjFw

- Vidu:

<form id="vnpay-redirect-form" style="display: none" method="POST"

action=".../payment/pay" >
<input type="hidden" name="ispTxnId" value="666821925535879168" />
<input type="hidden" name="tmnCode" value="VNPAYREC" />

<input type="hidden" name="dataKey"

value="eyJ1bmMiOiIBMTI4RONNIiwiYWxnIjoiUINBLU9BRVAtM]jU2.kONvsrOM2qzwI6wX1ltsD

IZbBCCGNImxIZUBQLibDFCFKjmNOZnES5ucNcX7xpzTb654emMXNvXQQNEMIK_4ynYw.Zyco8dEBV
7Cfp00a0QCiFw" />

</form>

<script type="text/javascript" id="vnpay-redirect-script">

(function() {

document.querySelector('formitvnpay-redirect-form').submit();

»NO;

</script>
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2.7. Thanh toan dinh ky
2.7.1. Pinh dang dir liéu

Tham s6 Mo ta
Restful API [recurring-payment/execute
Method POST
Content-Type application/json
Authorization Token lay tir muc 2.4.3.2.
token = tokenType + " " + accessToken

2.7.2. So do tuan ty

H GUi yéu cau thanh toan dinh ky

2.7.3. Thanh toan dinh ky
2.7.3.1. Merchant giri VNPAY

reqld

Ma request merchant gui sang VNPAY. Khong dugc trung 13p trong ngay.

Bit budc Numeric 10,18 1607654463114
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command

Ma api st dung.

- M4 yéu cau thanh toan dinh ky 1a recurring_pay

Bit budc Alpha 1,16 recurring_pay

tmnCode

M3 website cia merchant trén hé théng cia VNPAY.

Bit budc Alphanumeric 8 VNPAYREC
order

Thong tin don hang

Bit budc Json

order.orderReference

M3 tham chiéu cua giao dich tai hé thong ctia merchant. M3 nay 13 duy nhét dung dé
phan biét cac don hang giri sang VNPAY. Chi cho phép ki tu chit va s6. Khong dugc
trung 1ap trong ngay.

Bit budc Alphanumeric | 1,100 abcd123456

order.orderInfo

Thong tin m6 ta ndi dung thanh toan (Tiéng Anh hodc Tiéng Viét khong dau).

Bit budc Alphanumeric | 1,255 Test giao dich thanh toan dinh ky

transaction

Thong tin giao dich

Bit budc Json
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transaction.recurringAmount

Sé tién tra trong 1 ky thanh toan (16n hon 0).

S6 tién khong mang céc ky tu phéan tach thap phan, phan nghin, ky tu tién t&. Dé g sd
tién 12 2,000,000 VND (hai triéu VND) thi can nhan thém 100 lan (khir phan thap phén),
sau do gui sang VNPAY la: 200000000.

Bit budc Numeric 200000000
transaction.currCode

Pon vi tién té sit dung thanh todn. Hién tai chi hd trg VND.

Bit budc Alpha 3 VND

transaction.mcDate

yyyyMMddHHmMmss.

Thoi gian ghi nhan giao dich tai website cia merchant GMT+7, dinh dang:

Bit budc

Numeric

14

20201215110303

transaction.recurringDate

Thoi gian thanh toan dinh ky GMT+7, dinh dang: yyyyMMdd.

Bit budc

Numeric

8

20211215

transaction.recurringld

M3 giao dich dang ky dinh ky VNPAY tra vé ltic dang ky. Lay tir muc 2.5.3.2.

Bit budc

Numeric

18

774838183543312384
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transaction.cardType

Phuong thure thanh toan dinh ky.

Tuy chon Alpha 2 02: Thé quéc té

03: Vi VNPAY

token

Thong tin token thanh toan.

Bit budc Json

token.tokenld

M3 token gan v6i thong tin thé thanh toan cuia KH. Liy tir muc 2.11.3.1.

Bit budc Alphanumeric | 64 | 1001552464969RLrBoOOFOO0O00061Jyr830X3
4tLKKJACBvVOaPii6WUXMDCzzv0n

addData

Thong tin bo sung.

Tuy chon Alphanumeric | 1,2000

version

Phién ban API ma Merchant két ndi. Phién ban hién tai 1a 2.1.0.

Bit budc Alphanumeric 1,8 2.1.0

secureHash

M3 kiém tra (checksum) dé dam bao dir liéu khong bi thay doi trong qué trinh chuyén tir
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khi tao checksum.

Merchant tGi VNPAY. Phién ban hién tai hd tro HMACSHAS512.

Luwu ¥ khi tao checksum: Truong “Tuy chon” khong c6 gié tri thi dé gia tri mic dinh

- Alpha/Alphanumeric: "" (chudi rong)
- Numeric: 0
Bit budc Alphanumeric 32,256 | c0d865566656cc68ccee13606bedc596e6

a70da9eefadf086879d1c9d46¢7alb9bad3
b2b26f9470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f

Quy tic
tao

checksum

data =reqgld +"|"

+ command + "|"

+ order.orderReference + "|"

+ order.orderInfo + "|"

+ tmnCode + "|"

+ token.tokenld + "|"

+ transaction.recurringld + "|"

+ transaction.recurringAmount + "|"
+ transaction.recurringDate + "'|"
+ transaction.currCode + "|"

+ addData + "|"

+ version +"'|"

+ transaction.mcDate;

checksum =
hashWithSecureType(secretKey, data);

2.7.3.2. Thong tin nhan vé tir VNPAY

rspCode

Ma phan hoi két qua. Quy dinh ma tra 101 00 ing véi két qua Thanh cong cho tat ca cac

API. Tham khéo thém tai bang ma 16i tai muc 3.1.

Bit budc

Numeric

2

00
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rspMsg

M6 ta két qua.

Bitbuoc | Alphanumeric | 1,255

Successful

addData

Dit liéu bd sung. Mic dinh gia tri rong néu khong c6 dir licu.

Tuy chon | Alphanumeric

errorDetails

Chi tiét 181 validation.

Tuy chon Json Array [
{
"field": "field_name_ 1",
"reason": "reason_1"
[
]
transaction
Dt liéu giao dich.
Tuy chon Json

"id": "666821925535879168",
"amount": 500000000,
"feeAmount": 0,

"currCode": "VND"
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Chi tiét dir lidu

id Numeric 8,18 | Ma giao dich thanh toan tai VNPAY
amount Numeric S6 tién thanh toan dinh ky.
feeAmount Numeric Phi giao dich.

currency Alpha 3 | Pon vi tién té sir dung thanh toan.
secureHash

Ma kiém tra (checksum) dé dam bao dit liéu khong bi thay d6i trong qua trinh chuyén tir
VNPAY vé Merchant. Phién ban hién tai hd tro HMACSHAS512.

Luwu ¥ khi tao checksum: Truong “Tuy chon” khong c¢6 gié tri thi dé gia tri mic dinh
khi tao checksum.

nn

- Alpha/Alphanumeric: "" (chudi rong)

- Numeric: 0

Tuy chon | Alphanumeric | 32,256 | 2c654a207ac86a52ed0682cf7246e6eb8ae83ee7
199a7aa633240842be2d5465f8864edae7db3f0
a3a7e7040e8b870e1054860b19edce57b391dd2
2b9f5389hd

Quy tic data = rspCode + "|" + rspMsg + "|" + transaction.id + "|" +
a0 transaction.amount + "|" + transaction.feeAmount + "|" +
: transaction.currCode + "|" + addData;

checksum checksum = hashWithSecureType(secretKey, data);

2.8. Cap nhat thong tin thé
2.8.1. Pinh dang dir liéu

Tham s6 Mo ta

Restful API [recurring-payment/execute
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Method

POST

Content-Type

application/json

Authorization

Token lay tir muc 2.4.3.2.

+ accessToken

token = tokenType +

2.8.2. So do tuan ty

Chon chirc ndng cap nhit thdng tin thé

2.8.3. Cap nhat thong tin thé
2.8.3.1. Merchant gi#i VNPAY

’| GUi yéu cau cip nhat thong tin thé

!
|
|
|

>

| Phan hoi két qua

reqld

Ma request merchant gui sang VNPAY. Khong duogc trung 1dp trong ngay.
Bit budc Numeric 10,18 1607654463114
command

Ma api su dung.

- M4 yéu cau cip nhat thong tin thé 13 update_token

Bit budc Alpha

1,16

update_token

tmnCode
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M3 website cia merchant trén hé théng cia VNPAY.

Bit budc Alphanumeric 8 VNPAYREC
order

Thong tin don hang

Bit budc Json

order.orderReference

Ma tham chiéu cua giao dich tai hé thong ctia merchant. Ma nay 1a duy nhat dung dé
phan biét cac don hang giri sang VNPAY. Chi cho phép ki tu chit va s6. Khong dugc
trung ldp trong ngay.

Bit budc Alphanumeric | 1,255 abcd123456

order.orderInfo

Thong tin m6 ta ndi dung thanh toan (Tiéng Anh hodc Tiéng Viét khong dau).

Bit budc Alphanumeric | 1,500 Test giao dich thanh toan dinh ky

transaction

Thong tin giao dich

Bit budc Json

transaction.recurringld

M3 giao dich dang ky dinh ky VNPAY tra vé lic dang ky. Lay tir muc 2.5.3.2.

Bit budc Numeric 18 774838183543312384

transaction.returnUrl
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Dia chi tra vé khi khach hang thyc hi¢n thanh toan xong.
Bit budc Alphanumeric | 1,255 https://example.com/return
transaction.cancelUrl
Dia chi tra vé khi khach hang thuc hién huy giao dich.
Bit budc Alphanumeric | 1,255 https://example.com/cancel
transaction.mcDate
Thot gian ghi nhan giao dich tai website cua merchant GMT+7, dinh dang:
yyyyMMddHHmMmss.
Bit budc Numeric 14 20201215110303
ipAddr
Dia chi IP cta khéch hang.
Bit budc Alphanumeric 1,30 192.168.22.88
userAgent
Thong tin trinh duyét cua khéach hang.
Bit budc Alphanumeric | 1,255 Firefox
addData
Thoéng tin bd sung.
Tuy chon Alphanumeric | 1,2000
version
Phién ban API ma Merchant két n6i. Phién ban hién tai 13 2.1.0.
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Bit budc

Alphanumeric

1,8

2.10

locale

Ngbn ngit giao dién hién thi. Hién tai hd tro Tiéng Viét (vn), Tiéng Anh (en).

Tuy chon

Alpha

1,5

vn

secureHash

khi tao checksum.

Ma kiém tra (checksum) dé dam bao dit liéu khong bi thay d6i trong qua trinh chuyén tir
Merchant t6i VNPAY. Phién ban hién tai hd tro HMACSHA512.

Luwru ¥ khi tao checksum: Truong “Tuy chon” khong 6 gié tri thi dé gia tri mic dinh

- Alpha/Alphanumeric: "" (chudi rong)
- Numeric: 0
Bit budc Alphanumeric 32,256 | c0d865566656cc68cceel3606bedc596e6

a70da9eefadf086879d1c9d46¢7alb9bad3
b2b26f9470d325933f611225fd10b3ad21

199a006e2c5d754fde55d689f

Quy tic
tao

checksum

data =reqld +"["
+ command + "|"

+ order.orderReference + "|"
+ order.orderinfo + "|"

+ tmnCode + "|"

+ transaction.recurringld + "|"
+addData + "|"

+ ipAddr +"|"

+ userAgent + "|"

+ returnUrl +"|"

+ cancelUrl +"|"

+ version +
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+ transaction.mcDate;

checksum =

hashWithSecureType(secretKey, data);

2.8.3.2. Thong tin nhdn vé tir VNPAY

rspCode

Mai phan hoi két qua. Quy dinh ma tra 161 00 Gng véi két qua Thanh cong cho tit ca cac
API. Tham khao thém tai bang ma 15i tai muc 3.1.
Sau khi nhan dugc phan hoi tir VNPAY, Website TMDT chuyén huéng KH téi giao dién
cua VNPAY theo dac ta muc 2.6.

Bit budc Numeric 2 00
rspMsg

M6 ta két qua.

Batbuoc | Alphanumeric | 1,255 Successful
addData

Dir liéu bo sung. Mic dinh gia tri rong néu khong co dir liéu.

Tuy chon

Alphanumeric

errorDetails

Chi tiét 181 validation.

Tuy chon

Json Array

[

{

"field": "field name 1",
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"reason": "reason_1"

1
]

transaction

Dir liéu giao dich.

Tuy chon Json {
"id": "666821925535879168",
"amount™: 500000000,
"feeAmount™: 0,
"currCode": "VND"
¥
Chi tiét dit ligu
id Numeric 18 | M4 giao dich dang ky thanh toan dinh ky tai
VNPAY
amount Numeric S6 tién dang ky thanh toan dinh ky.
feeAmount Numeric Phi giao dich.
currCode Alpha 3 Pon vi tién té sir dung thanh toan.
secureHash

M3 kiém tra (checksum) dé dam bao dir liéu khong bi thay doi trong qué trinh chuyén tir
VNPAY vé Merchant. Phién ban hién tai hd tro HMACSHAS512.
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Tuy chon | Alphanumeric | 32,256 | 2c654a207ac86a52ed0682cf7246e6eb8ae83ee7
199a7aa633240842be2d5465f8864edae7db3f0
a3a7e7040e8b870e1054860b19edce57b391dd2
2b9f5389hd

Quytdc | data=rspCode +"|" + rspMsg + "|" + transaction.id + "|" +
transaction.amount + "|" + transaction.feeAmount + "|" +

tao transaction.currCode + "|" + addData + "|" + dataKey;

checksum checksum = hashWithSecureType(secretKey, data);

dataKey

Khoa dir liéu.

Tuy chon | Alphanumeric eyJIbomMiOiIJBMTI4RONNIiwiYWxnljoiUINBL

U9BRVAtMjU2.kONvsrOM2gzwJ6wXIltsDI1ZbB
CCGNJImMx1ZUBQLibDfCFKjmNOZnE5ucNcX7
XpzTh654emMXNVXQNgMIK_4ynYw.Zyco8d

EBV7CfpO0aO0QCjFw
2.9.  Cap nhat so ky ding ky
2.9.1. Pinh dang dir liéu
Tham s Mo ta
Restful API [recurring-payment/execute
Method POST
Content-Type application/json
Authorization Token lay tir muc 2.4.3.2.
token = tokenType + " " + accessToken
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2.9.2. So do tuin ty

GUi yéu ciu cap nhat s6 ky dang ky

2.9.3. Cap nhat sé ky ding ky

2.9.3.1. Merchant gi#i VNPAY

reqld

Ma request merchant gui sang VNPAY. Khong dugce trung 1dp trong ngay.

Bit budc

Numeric

10,18

1607654463114

command

Ma api st dung.

(chi hd trg cho loai hop dong c6 ky han)

- M4 yéu cau cép nhat sb ky dang ky thanh toan dinh ky 1a update_recurring

Bit budc

Alpha

1,16

update_recurring

tmnCode

M4 website ctia merchant trén hé thong ciia VNPAY.

Bit budc

Alphanumeric

8

VNPAYREC
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transaction

Thong tin giao dich
Bit budc Json
transaction.recurringNumber

S6 ky diang ky thanh toan (sé ky cip nhat lai phai 16n hon sb ky di dang ky trude dé).

Bit budc Numeric

3

transaction.amount

Téng sb tién khach hang mudn dang ky thanh toan dinh ky.

transaction.amount = transaction.recurringAmount * transaction.recurringNumber

S6 tién khong mang céc ky tu phéan tach thap phan, phan nghin, ky tu tién t&. Dé giri s6
tién 1 5,000,000 VND (nim triéu VND) thi can nhan thém 100 lan (khtr phan thap
phén), sau do guri sang VNPAY 1a: 500000000.

Bit budc Numeric 500000000
transaction.currCode

Pon vi tién té sir dung thanh todn. Hién tai chi hd trg VND.

Bit budc Alpha 3 VND

transaction.recurringEndDate

yyyyMMdd.

Ngay két thiic ciia hgp dong ding ky thanh toan dinh kyy GMT+7, dinh dang:

Bit budc

Numeric

20220215
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transaction.recurringld

M3 giao dich dang ky dinh ky VNPAY tra vé lic dang ky. Lay tir muc 2.5.3.2.

Bit budc

Numeric

18

774838183543312384

token

Thong tin token thanh toén.

Bit budc

Json

token.tokenld

M3 token gan vai thong tin thé thanh toan cuia KH. Liy tir muc 2.11.3.1.

Batbuoc | Alphanumeric | 64 | 1001552464969RLrBoOOFOO0O00061Jyr830X3
4tLKKJACBvVOaPii6WUXMDCzzv0n

ipAddr

Dia chi IP cta khach hang.

Bit budc Alphanumeric 1,30 192.168.22.88

userAgent

Thong tin trinh duyét cua khéach hang.

Bit budc Alphanumeric | 1,255 Firefox

addData

Thoéng tin bd sung.

Tuy chon Alphanumeric | 1,2000
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version

Phién ban API ma Merchant két ndi. Phién ban hién tai 1a 2.1.0.

Bit budc

Alphanumeric

1,8

2.1.0

secureHash

khi tao checksum.

- Numeric: 0

- Alpha/Alphanumeric: "" (chudi rong)

M3 kiém tra (checksum) dé dam bao dit liéu khong bi thay dbi trong qua trinh chuyén tir
Merchant t&i VNPAY. Phién ban hién tai hd tro HMACSHAS512.

Luwu y khi tao checksum: Truong “Tuy chon” khong c6 gia tri thi dé gia tri mac dinh

Bit budc

Alphanumeric

32,256

c0d865566656cc68cceel13606be4c596e6
a70da9eefadf086879d1c9d46¢7alb9bad3
b2b26f9470d325933f611225fd10b3ad21

199a006e2c5d754fde55d689f

Quy tic
tao

checksum

data = reqld +"|"

+ command +"|"

+tmnCode + "|"

+ token.tokenld + "|"

+ transaction.recurringld + "|"

+ transaction.recurringNumber + "|"
+ transaction.recurringendDate + "|"
+ transaction.amount + "|"

+ transaction.currCode +
+addData + "|"

+ ipAddr + "|"

+ userAgent + "|"

+ version;

checksum =

hashWithSecureType(secretKey, data);
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2.9.3.2. Thong tin nhdn vé tir VNPAY

rspCode

Mai phan hoi két qua. Quy dinh ma tra 161 00 (g véi két qua Thanh cong cho tat ca cac

API. Tham khéo thém tai bang ma 16i tai muc 3.1.

Bit budc Numeric 2 00
rspMsg

Mo ta két qua.

Bit budc Alphanumeric | 1,255 Successful
addData

Dit liéu bd sung. Mdc dinh gia tri r5ng néu khong c6 dir licu.

Tuy chon | Alphanumeric

errorDetails

Chi tiét 181 validation.

Tuy chon Json Array [
{

"field": "field_name_1",

"reason": "reason_1"

1

]
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2.10. Huy dang ky
2.10.1. Pinh dang dir liéu

Tham s6 Mo ta
Restful API [recurring-payment/execute
Method POST
Content-Type application/json
Authorization Token lay tir muc 2.4.3.2.
token = tokenType + " " + accessToken

2.10.2. So d tuan tu

2.10.3. Huy dang ky
2.10.3.1. Merchant gii VNPAY

reqld

Ma request merchant gui sang VNPAY. Khong dugc trung 13p trong ngay.

Bit budc Numeric 10,18 1607654463114
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command

Ma api st dung.

- M4 yéu cau huy ding ky thanh toan dinh ky 1a cancel_recurring

Bit budc Alpha 1,16 cancel_recurring

tmnCode

M3 website cia merchant trén hé théng cia VNPAY.

Bit budc Alphanumeric 8 VNPAYREC

transaction

Thong tin giao dich

Bit budc Json

transaction.recurringld

Ma giao dich dang ky dinh ky VNPAY tra vé ltic dang ky. Lay tir muc 2.5.3.2.

Bit budc Numeric 18 774838183543312384

token

Thong tin token thanh toan.

Bit budc Json

token.tokenld

M3 token gin v&i thong tin thé thanh toan cua KH. Lay tir muc 2.11.3.1.

Bit budc Alphanumeric | 64 | 1001552464969RLrBoOOFOO000061Jyr830X3
4tLKKJACBvVOaPii6WUXMDCzzv0n
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ipAddr

bia chi IP cua khach hang.

Bit budc Alphanumeric | 1,30 192.168.22.88

userAgent

Thong tin trinh duyét cua khach hang.

Bit budc Alphanumeric | 1,255 Firefox

addData

Thong tin b sung.

Tuy chon Alphanumeric | 1,2000

version

Phién ban API ma Merchant két ndi. Phién ban hién tai 1a 2.1.0.

Bit budc Alphanumeric 1,8 2.1.0

secureHash

Ma kiém tra (checksum) dé dam bao dit liéu khong bi thay di trong qua trinh chuyén tir
Merchant ti VNPAY. Phién ban hién tai hd tro HMACSHAS12.
Luwru ¥ khi tao checksum: Truong “Tuy chon” khong c6 gié tri thi dé gia tri mic dinh

khi tao checksum.

- Alpha/Alphanumeric: "" (chudi rong)
- Numeric: 0
Bit budc Alphanumeric 32,256 | c0d865566656cc68cceel3606bedc596e6

a70da9eefadf086879d1c9d46¢7alb9bad3
b2b26f9470d325933f611225fd10b3ad21
199a006e2c5d754fde55d689f
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Quy tic
tao

checksum

data =reqgld +"|"
+ command + "|"

+ tmnCode + "|"
+ token.tokenld + "|"

+ transaction.recurringld + "|"

+addData + "|"
+ ipAddr + "|"
+ userAgent + "|"
+ version;
checksum =

hashWithSecureType(secretKey, data);

2.10.3.2. Théng tin nhgn vé tir VNPAY

rspCode

Mai phan hoi két qua. Quy dinh ma tra 16i 00 Gng véi két qua Thanh cong cho tat ca cac

API. Tham khéo thém tai bang ma 16i tai muc 3.1.

Bit budc Numeric 2 00
rspMsg

Mo ta két qua.

Batbuoc | Alphanumeric | 1,255 Successful
addData

Dir liéu bo sung. Mic dinh gia tri rong néu khong co dir liéu.

Tuy chon

Alphanumeric

errorDetails

Chi tiét 131 validation.
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Tuy chon Json Array [

{
"field": "field_name_1",

"reason": "reason_1"

.

]

2.11.  URLIPN
2.11.1. Luu ¥

bay la dia chi dé nhan két qua thanh toan tor VNPAY. Két ndi hién tai sir dung phuong
thie GET.

Trén URL VNPAY goi vé c6 mang thong tin thanh toan dé cin ctr vao két qua do Website
TMBDT sé& cap nhat/xtr Iy két qua sau khi giao dich.

Merchant/website TMPT thuc hién kiém tra su toan ven cta dit liéu (checksum) trudc
khi thuc hién cac thao tac khac.

Dtr li¢u checksum duoc thanh 1ap dua trén viéc sép Xép tang dén cta tén tham so.

bay l1a URL server - call - server (May chu VNPAY goi may chu Merchant/website
TMDT).

Merchant tra dit liéu lai cho VNPAY bang dinh dang JSON.

IPN chi dugc goi khi gia tri command API 1a recurring, pay_n_recurring,

update_token va két qua giao dich 1a thanh cong.
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2.11.2. So d tuan tu

I IPN

Phan hoi két qua

I
I
I
:
I
>
I
I
I

I
I
I
2.11.3. URL IPN
2.11.3.1. Danh sach tham sé
vnp_tmn_code
M3 website ctia merchant trén hé théng ciia VNPAY.
Bitbuoc | Alphanumeric | 8 VNPAYREC
vnp_app_user_id
Ma dinh danh cua KH trén hé théng cua Merchant.
Batbuoc | Alphanumeric | 1,255 userid_0

vnp_token

Ma token gan vai thong tin thé thanh toan cta KH.

Tuy chon | Alphanumeric | 64 | 1001552464969RLrBoOOFOOO00061Jyr830X3
4tLKKJACBVOaPii6WUXMDCzzv0n

vnp_token_exp_date

Thoi gian hét han token GMT+7, dinh dang: yyyyMMdd.
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Tuy chon Numeric 8 20211215

vnp_card_number

S thé thanh toan ciia KH da dugc masking.

Tuy chon Numeric 15,19 400000xxxxxxxx0002

vnp_command

Ma API str dung.

Bit budc Alpha 1,16 recurring

vnp_txn_ref

Gidng ma order.orderReference giri sang VNPAY khi giri yéu cau khdi tao giao dich
tra gop.

Bitbuoc | Alphanumeric | 1,255 abcd123456

vnp_amount

S6 tién khach hang thanh toan. S6 tién khong mang céc ky tu phan tach thap phan, phan
nghin, ky ty tién t&. Dé giri s6 tién 1a 6,000,000 VND (sau triéu VND) thi VNPAY s&
nhan thém 100 1an (khtr phan thap phén), sau 6 giri sang merchant 1a: 600000000,

Luu y: Biat bu¢c néu command = pay_n_recurring

Tuy chon Numeric 600000000

vnp_curr_code

Pon vi tién té st dung thanh todn. Hién tai chi hd tro VND.

Luu y: Bat bu¢c néu command = pay_n_recurring
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Tuy chon

Alpha

VND

vnp_order_info

khong dau).

Thong tin mo ta ndi dung thanh toan. Giéng ma order.orderInfo giri sang VNPAY khi

giri yéu cau khdi tao giao dich dang ky thanh toan dinh ky (Tiéng Anh hoidc Tiéng Viét

Bit budc

Alphanumeric

1,500

Test giao dich thanh toan dinh ky

vnp_transaction_no

Mai giao dich ghi nhan tai hé thing VNPAY.

Bit budc

Numeric

20201501101521

vnp_card_type

Loai tai khoan/thé khach hang sir dung: ATM

Bit budc

Alpha

2,20

ATM

vnp_bank_code

Loai thé thanh toan.

Bit budc

Alpha

3,20

VISA

vnp_bank_tran_no

Ma giao dich tai Ngan hang.

Bit budc

Alphanumeric

3,255

MTC20211501
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vnp_response_code

M3 phan hoi két qua thanh toan. Quy dinh ma tra 11 00 ing voi két qua Thanh cong cho

tat ca cac APL. Tham khao thém tai bang ma 15i tai muc 3.1.

Bit budc Numeric 2 00

vnp_transaction_status

Tinh trang cta giao dich tai Cong thanh todan VNPAY. Tham khao thém tai bang ma 13i

tai muc 3.1.
- 00: Giao dich thanh toan dugc thuc hién thanh cong tai VNPAY

- Khéc 00: Giao dich khong thanh cong tai VNPAY.

Bit budc Numeric 2 00

vnp_pay_date

Thoi gian thanh toan. Pinh dang yyyyMMddHHmMmMmss.

Bit budc Numeric 14 20201501101520

vnp_secure_hash

Ma kiém tra (checksum) dé dam bao dit liéu ciia giao dich khong bj thay ddi trong qué
trinh chuyén tir VNPAY vé Website TMDT.

Can kiém tra diing checksum khi bat dau xt 1y yéu cau (trude khi thuc hién cac yéu cau
khéc).

Bit budc Alphanumeric | 32,256 21232f297a57a5a743894a0e4a801fc3
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2.11.3.2. Merchant gii VNPAY

RspCode

M3 phan héi két qua IPN. Tham khao thém tai bang ma 13i tai muc 3.1.
Bit budc Numeric 2 00
Message

M6 ta 16i

Bit budc Alphanumeric | 1,255 Confirm Success

2.12.  URL Return
2.12.1. Luuy

- Trén URL VNPAY goi vé c6 mang thong tin thanh toan dé can cir vao két qua d6 Website
TMBDT sé& cap nhat/xir 1y két qua sau khi thanh toan va hién thi thong bao két qua giao
dich téi khach hang.

- Merchant/website TMDT thuc hién kiém tra sy toan ven cia dir liéu (checksum) trudc
khi thuc hién cac thao tac khac.

- Dit liéu checksum dugc thanh 1ap dwa trén viéc sap xép ting dan cia tén tham sb.
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2.12.2. So d tuan ty

2.12.3. URL Return

2.12.3.1. Danh sach tham sé

Redirect

|
|
|
€
|
|
|
|
|
|

vnp_tmn_code

M3 website clia merchant trén hé théng cia VNPAY.

Bitbuoc | Alphanumeric | 8 VNPAYREC
vnp_app_user_id

Ma dinh danh cua KH trén hé théng cua Merchant.

Batbuoc | Alphanumeric | 1,255 userid_0
vnp_token

Ma token gan vai thong tin thé thanh toan cta KH.

Tuy chon

Alphanumeric

64

1001552464969RLrBoOOFOO000061Jyr830X3
4tLKKJACBVOaPii6WUXMDCzzv0n

vnp_token_exp_date

Thoi gian hét han token GMT+7, dinh dang: yyyyMMdd.
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Tuy chon Numeric 8 20211215

vnp_card_number

S thé thanh toan ciia KH da dugc masking.

Tuy chon Numeric 15,19 400000xxxxxxxx0002

vnp_command

Ma API str dung.

Bit budc Alpha 1,16 recurring

vnp_txn_ref

Gidng ma order.orderReference giri sang VNPAY khi giri yéu cau khdi tao giao dich
tra gop.

Bitbuoc | Alphanumeric | 1,255 abcd123456

vnp_amount

S6 tién khach hang thanh toan. S6 tién khong mang céc ky tu phan tach thap phan, phan
nghin, ky ty tién t&. Dé giri s6 tién 1a 6,000,000 VND (sau triéu VND) thi VNPAY s&
nhan thém 100 1an (khtr phan thap phén), sau 6 giri sang merchant 1a: 600000000,

Luu y: Biat bu¢c néu command = pay_n_recurring

Tuy chon Numeric 600000000

vnp_curr_code

Pon vi tién té st dung thanh todn. Hién tai chi hd tro VND.

Luu y: Bat bu¢c néu command = pay_n_recurring
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Tuy chon

Alpha

VND

vnp_order_info

khong dau).

Thong tin mo ta ndi dung thanh toan. Giéng ma order.orderInfo giri sang VNPAY khi

giri yéu cau khdi tao giao dich dang ky thanh toan dinh ky (Tiéng Anh hoidc Tiéng Viét

Bit budc

Alphanumeric

1,500

Test giao dich thanh toan dinh ky

vnp_transaction_no

Mai giao dich ghi nhan tai hé thing VNPAY.

Bit budc

Numeric

20201501101521

vnp_card_type

Loai tai khoan/thé khach hang sir dung: ATM

Bit budc

Alpha

2,20

ATM

vnp_bank_code

Loai thé thanh toan.

Bit budc

Alpha

3,20

VISA

vnp_bank_tran_no

Ma giao dich tai Ngan hang.

Bit budc

Alphanumeric

3,255

MTC20211501

vnp_response_code
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M3 phan hdi két qua thanh toan. Quy dinh ma tra 101 00 Gng v6i két qua Thanh cong cho

tat ca cac APL. Tham khao thém tai bang ma 15i tai muc 3.1.

Bit budc Numeric 2 00

vnp_transaction_status

Tinh trang cta giao dich tai Céng thanh toan VNPAY. Tham khao thém tai bang ma 15i

tai muc 3.1.
- 00: Giao dich thanh toan dugc thyc hién thanh cong tai VNPAY

- Khéc 00: Giao dich khong thanh cong tai VNPAY.

Bit budc Numeric 2 00

vnp_pay_date

Thoi gian thanh toan. Pinh dang yyyyMMddHHmMmMss.

Bit budc Numeric 14 20201501101520

vnp_secure_hash

Mai kiém tra (checksum) dé dam bao dit liéu cta giao dich khong bi thay d6i trong qua
trinh chuyén tir VNPAY vé Website TMDT.

Cén kiém tra ding checksum khi bat dau xir Iy yéu cau (trudc khi thuc hién cac yéu cau
khac).

Bit budc Alphanumeric | 32,256 21232f297a57a5a743894a0e4a801fc3
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3. PHULUC

rspCode tra vé 1a 00 dugc quy wdc 1a thanh cong cho tat ca cac yéu cau xir 1y AP,

3.1.  Bang maléi
STT M3 16i M0 t
Tao Token authen
1 01 Xéc thuc that bai
2 95 Dir lidu dau vao khong hop 18
3 99 L4i hé thong
Khéi tao ding ky thanh toan dinh ky
4 01 Giao dich d4 ton tai
5 06 Trung request id
6 07 Sb tién khong hop 18
7 08 Pon vi tién t& khong hop 18
8 14 Command khéng hd trg
9 71 Terminal chua dugc duyét
10 72 Terminal khong ton tai
11 76 Ngan hang phat hanh khong hoat dong
12 95 Dit liéu dau vao khong hop 18
13 97 Sai chit ky (checksum khong khop)
14 99 Lbi hé théng
Thanh toan dinh ky
15 01 Giao dich di ton tai
16 01 Pon hang di ton tai
17 04 Khong tim thay dang ky dinh ky
18 05 Diéu kién thanh toan dinh ky khéng hop 1&
19 06 Trung request id
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20 07 Sé tién khong hop 1&
21 08 Pon vi tién té khong hop 18
22 12 Khong tim thay token
23 13 Token khong hoat dong
24 14 Command khong ho trg
25 15 Ngén hang béo tri hodc khong hd tro
26 71 Terminal chua dugc duyét
27 72 Terminal khong ton tai
28 95 Dir lidu dau vao khong hop 18
29 97 Sai chit ky (checksum khong khép)
30 99 L4i hé thong

Cap nhit thong tin thé
31 04 Khéng tim thay ding ky dinh ky
32 05 Diéu kién thanh toan dinh ky khong hop 1&
33 06 Trung request id
34 12 Khéng tim thay token
35 14 Command khéng hd tro
36 15 Ngén hang béo tri hodc khong hd tro
37 17 Cap nhat token 15
38 71 Terminal chua dugc duyét
39 72 Terminal khong ton tai
40 95 Dir lidu dau vao khong hop 18
41 97 Sai chit ky (checksum khong khép)
42 99 L4i hé thong

Cap nhat s6 ky ding ky
43 04 Khéng tim thay dang ky dinh ky
44 05 Diéu kién thanh toan dinh ky khong hop 1¢
45 06 Trung request id
46 12 Khéng tim thiy token
47 14 Command khéng hd trg
48 17 Cap nhat token 15
49 71 Terminal chua dugc duyét
50 72 Terminal khong ton tai
51 95 Dir lidu dau vao khong hop 1&
52 97 Sai chir ky (checksum khong khép)
53 99 L4i hé thong

Huy dang ky
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54 04 Khong tim thay dang ky dinh ky

55 05 Diéu kién thanh toan dinh ky khong hop 1¢

56 06 Trung request id

57 12 Khong tim thay token

58 14 Command khéng hd trg

59 15 Ngén hang béo tri hodc khong hd tro

60 16 Huy token 16i

61 71 Terminal chua dugc duyét

62 72 Terminal khong ton tai

63 95 Dir lidu dau vao khong hop 18

64 97 Sai chit ky (checksum khong khop)

65 99 L3i hé thong

URL Return

66 o5 Giao dich khong thanh cong do: Tai khoan cua quy khach khong du s6 du dé
thyuc hién giao dich.

67 06 Giao dich khéng thanh cong do Quy khach nhap sai mat khau x4c thyuc giao
dich (OTP). Xin quy khach vui long thuc hién lai giao dich.
Trir tién thanh cong. Giao dich bi nghi ngd (lién quan t6i lira dao, giao dich bat

68 07 thuong). D4i voi giao dich nay can merchant x4c nhan théng qua merchant
admin: Tir chi/Dong ¥ giao dich.

69 09 Giao dich khéng thanh cong do: Thé/Tai khoan cua khach hang chua dang ky
dich vu InternetBanking tai ngan hang.

- 10 Giao dich khong tha:mh cong do: Khach hang x4c thuc thong tin thé/tai khoan
khong dung qua 3 lan.

- 1 Giao dich khong thanh cong do: Da hét han cho thanh toan. Xin quy khach vui
long thuce hién lai giao dich.

72 12 Giao dich khong thanh cong do: Thé/Tai khoan cuia khach hang bi khoa.

13 13 Giao dich khong thanh cong do Quy khach nhap sai mat khau xac thuc giao
dich (OTP). Xin quy khach vui long thuc hién lai giao dich.

74 24 Giao dich khong thanh cong do: Khach hang huy giao dich.

- 51 Giao dich khong thanh cong do: Tai khoan ctia quy khach khong du sb du dé
thuc hién giao dich.

76 o Giao dich khong thanh cong do: Tai khoan ciia Quy khach da vuot qua han
muc giao dich trong ngay.

77 75 Ngan hang thanh toan dang bao tri.

18 79 G’ia‘o dich khong thanh céng do: Quy khach nhép sai mat khau thanh toan qua
s0 lan quy dinh. Xin quy khach vui long thuc hién lai giao dich.

79 99 Céc 16i khac (16i con lai, khong c6 trong danh sach ma 15i da liét ké).
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Merchant tra két qua cap nhat IPN cho VNPAY
80 00 Ghi nhén giao dich thanh cong
81 01 Khong tim thdy ma don hang
82 02 Yéu cau di duge xi Iy truge do
83 03 bia chi IP khong duoc phép truy cép (tuy chon)
84 04 Sé tién khong hop 18
85 97 Sai chit ky (checksum khong khép)
86 99 L4i hé thong

Bang ma tinh trang giao dich: vnp_TransactionStatus
87 00 Giao dich thanh cdng
88 01 Giao dich chua hoan tat
89 02 Giao dich bi 16i
90 04 Giao dich dao (Khach hang di bj trir tién tai Ngan hang nhung GD chua thanh
cong & VNPAY)

91 07 Giao dich bi nghi ngo gian lan
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